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Election Technology

• Status Quo
• Challenges Moving Forward
• On the Horizon

Today we will focus on voting equipment 
technology rather than other arenas such as 
voter registration (IE online & mobile-ready), 

voter processing (IE ePollbooks), or list 
maintenance (IE database management).



Status Quo



Status Quo
• Elections are conducted in the 
United States using on-site (at 
the polls) tabulation or 
central count (back at the 
election’s department).

On-Site Central Count



Status Quo
• Voters make their selections 
and cast their ballots using:
– Paper ballots counted by optical 
scan

– Paper ballots counted by hand
– Direct Recording Electronic voting 
equipment

Optical Scan Hand Tally DRE



WRITE-INS & HAND TALLY:
WASHINGTON STATE & DETROIT, MI



Status Quo
• Some voters select candidates pre-
printed on the ballot while other opt to 
write-in their candidate of choice.

• Some select valid candidates, while many 
do not.

• Is technology 
the answer?

King County, WA reduced the 
number of invalid write-in 

votes being cast with a very 
effective voter education 

campaign.



Status Quo
This is what we usually think of when we talk about 
write-in campaigns: the issue with voter intent and what 
constitutes the acceptable spelling of the name as a 
valid vote.



Status Quo
• But in the recent 

election in Detroit, 
the issue was with if 
the pollworkers 
followed the tallying 
instructions and 
included hash-marks or 
simply wrote in the 
number of votes.

• Strict adherence to 
requiring the hash-
marks resulted in 
almost 26,000 votes 
not being included in 
the unofficial 
results. 



Status Quo
• Some human processes cannot 
be replaced by technology in 
all instances.

• Current voting equipment, 
both optical scan and DREs, 
can count the number of 
write-ins—but it does not 
determine validity nor 
distinction between 
candidates.

• In Detroit the ballots were 
recounted and the totals 
provided by the workers were 
correct…even if they didn’t 
show their work.



NEW YORK CITY



Status Quo
• A discussion about voting 
technology in 2013 isn’t 
complete with out talking 
about another mayoral 
race, this one in NYC.

• NYC rolled out their old 
lever machines in their 
recent election due to 
the short period of time 
between their primary and 
their run-off.



Status Quo
• The press reported that 
there were issues in some 
locations—the old 
mechanical type problems 
such as bent levers and 
“sticking” levers.

• Some voters loved it.
• Others did not.



Challenges:
Certification



Certification
• Voting equipment is certified 
federally, at the state level, or 
both.

• Certification is currently done 
for voting systems AS A WHOLE, or 
EN SUITE, not as components of a 
system.

• This can create lengthy, and 
costly, certifications.

Ballot 
marking

Ballot 
casting

Ballot 
tabulation



Certification
• The current market is limited 
to a handful of vendors 
offering voting equipment.

• Testing and certification is 
costly and results in fewer 
entrepreneurs entering the 
market.

•



Certification

VVSG

VSTLs

EAC & NISTElection Assistance Commission  and  
National Institute of Standards & 

Technology

They write the Voluntary Voting Systems 
Guidelines that the equipment is tested to

Testing is done by certified Voting System 
Test Laboratories



Certification of a system 
can take 2 paths, but 
currently all use the 
Federal VVSG standards

VVSG
Federal State

State Some states require 
their systems to be 
federally certified, 

while others do not.



Challenges Moving Forward
• The VVSG currently being tested 
to is the 2005 VVSG, there is a 
more current version but it is 
not in use—it must be approved 
by the EAC.

• The EAC does not have any 
Commissioners, nor has it had a 
full Commission for years.

• There are 2 Democratic nominees, 
but confirmation calls for 
bipartisan support and 
participation.



Challenges Moving Forward
• For the last 2 years there has been 
legislation introduced in the House 
to eliminate the EAC and move the 
certification program to the FEC. 

• Without commissioners a more current 
VVSG cannot be implemented, although 
certification to the 2005 VVSG can 
continue.

• This too, stifles innovation and 
utilizing more recent technology in 
the voting field.



Challenges Moving Forward
• The last VVSG was before all of 
this:



Challenges Moving Forward
• It also does not address expansion of 
what can be used in the field, there 
are no standards for “internet 
voting”.

• NIST has been working on a risk 
assessment study looking at ballot 
request, receipt, marking, and return 
via the internet as it compares to 
traditional voting by mail. (This 
study is limited to potential use by 
military and overseas voters.)



Innovation Class
• However, the current VVSG does 
have an innovation class of 
certification that has never 
been invoked.



MOVE Act & UOCAVA
• Military and overseas voters are 
covered under the UOCAVA, federal 
statute.

• It was amended in 2009 to require all 
covered voters to have the ability to 
request to receive their ballot 
electronically and that all ballots 
will go out to UOCAVA voters 45 days 
before Election Day.

• (It did not require that the voter be 
able to mark the ballot or return it 
electronically.)



1. Ballot 
requested

2. Ballot sent via 
email

3. Ballot 
received & 

printed

4. Ballot 
marked

6.  Ballot 
returned via 

mail 
(MPS to USPS)

What Does 
AZ Do?

7.  Ballot 
duplicated for 

counting 



1. Ballot 
requested

2. Ballot sent via 
email

3. Ballot 
received & 

printed

4. Ballot 
marked

5. Ballot 
scanned by 

voter

6.  Ballot 
returned via 
SOS portal 

What Does 
AZ Do?

7.  Ballot 
duplicated for 

counting 



On the Horizon



On the Horizon?
Recently there was a webinar hosted 
by the International Foundation for 
Electoral Systems (IFES) regarding 
electronic and online voting.



On the Horizon?
• E-voting: electronic voting
• This is how most of the United 
States votes &/or has their 
vote counted.

• (There are a few jurisdictions 
which still do full hand count 
tabulation.)

Benjamin Goldsmith, IFES Senior 
Advisor



On the Horizon

Thad Hall,  professor of political 
science at University of Utah

• I-voting: in US the conversation 
stops at security  (as though 
the paper-based voting is the 
“gold standard”)

• Estonia—counts last ballot cast
• Norway—paper supersedes I-voted 
ballot to mitigate coercion





“But we bank online!”
• BIG differences:

– Banking offers complete 
transparency and 
tracking by the public, 
you know 
amount/date/time etc. 
of each transaction: 

– Voting is PRIVATE & 
ANONYMOUS.



“But we bank online!”
• BIG differences:

– The banking 
industry does get 
hacked, they build 
this into their 
business model to 
cover costs:

– Democracy and the 
electoral process 
do not have ANY
acceptance of a 
margin of error.



Someday
• This is not to say that it 
won’t happen, but we are still 
a few years off.

• There is work on end-to-end 
cryptography and risk limiting 
audits that may help get us 
there.



Someday
• Additionally, 
recently the 
National 
Association of 
Counties, NACo, 
published a cyber 
security booklet 
that helps inform 
the discussion



Innovation
• HOWEVER, there is hope.
• Currently Los Angeles County in 
California & Travis County in 
Texas are undergoing projects to 
create their own voting systems 
within the existing standards, 
but shifting the paradigm.

• Some vendors are also pushing the 
envelope.



LA County 



Travis County 



The Shift
• By moving the ACT OF VOTING, of 
MARKING THE BALLOT, away from the 
polling place and giving the 
voter the option of how to return 
the ballot for COUNTING:

Download 
ballot  & 
mark it 
online

QR code is 
read at 

the polling 
place

Voter 
confirms, 

or changes, 
& then 
casts 

System creates 
QR code of 

voter’s choices 
they can retain 

on smart 
device or print 

off



Impact?
• By offering a “fast track” for 
voters there should be less 
congestion at the polling place 
waiting for voting equipment thus 
impacting wait times for voters.

• Ballots submitted at the polling 
place would be tabulated on 
Election Day with in-person 
verification of the voter (rather 
than post-Election Day & 
signature verification).

There are vendors offering such services today.



On the Horizon

LA’s project 
collaboration 

with IDEO may 
further advance 

the field



Summary
• Online voting is currently 
happening in some democratic 
countries around the world.

• In the US there is a trend 
towards electronic delivery & 
online ballot-marking systems, 
but not ballot –casting systems.

• Servicing UOCAVA voters continues 
to drive the conversation. 



The Presidential Commission on 
Election Administration held 
hearings and stakeholder 
meetings around the country.  
The President outlined in his 
Executive Order establishing 
the Commission to address the 
following areas:
• Technology
• Serving UOCAVA voters
• Usability



• Voting technology experts recently 
spent a day in Cincinnati, OH 
discussing the status of voting 
technology with the Commission:
– Election Officials
– Manufacturers
– VSTL Staff
– Usability Experts
– Computer Scientists
– Standards Experts
– Academics 



What’s next?
• It was interesting that almost all of 
the vendors demonstrated systems that 
shift the marking of the ballot and 
the use of a QR code with a voter-
verified paper record.

• This paper reliance and manipulation 
requirement is still a hurtle for 
many voters with a disability.



Observation of 
new voting 
technologies.



• The Organization for 
Security and Co-operation 
in Europe Office for 
Democratic Institutions and 
Human Rights published this 
very informative handbook 
for their election 
observers on what to keep 
in mind when observing new 
voting technologies.

OSCE were in Maricopa 
last year observing the 

General Election



• The brochure lays out the 
various areas to consider 
when analyzing new voting 
technology.



• The booklet 
contains a very 
helpful checklist 
including things 
like:
– Ballot 
secrecy/privacy

– Testing
– Certification
– Security
– Voter 
verifiability 



Why now?
• Pre HAVA jurisdictions purchased 
equipment on a rolling basis 
across the country—each year 
there was equipment being 
replaced somewhere.

• After HAVA almost the entire 
nation purchased equipment within 
a very short span of time.

• And that equipment is aging…



So stay 
tuned!
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