EQUIPMENT TRACKING & SECURITY

Maricopa County Elections Department | Community Network Meeting | April 28™, 2010




Election materials will be sent
into the field with scan-able,
tamper-evident seals tracked by
GPS devices able to record chain
of custody.

[T Director Terry Thomp=son of the Maricopa County Recorders
Office uses a hand held GPS scanner to track voting
egquipment.




WHAT’'S DIFFERENT

e In the past we had bar-coded tags on equipment to
track when it was returned on Election Day.

 We have combined the bar-coding with tamper-evident
seals and a GPS scanner to optimize our chain of
custody controls and recordings.




LOCATION TAGS

 Each dock door and room at MCTEC will have a
bar coded location/facility tag that will be scanned
prior to scanning any seals.

 In addition, each MPS will have a bar coded
location /facility tag that will be scanned prior to
scanning any seals.

 The tags will identify the location of each item
when it is scanned.




Printer

i
Scanner




 Equipment will still be
tracked via bar-coded
tags which are precinct
specific.

 Here the HAAT card
activator is being tagged
and allocated to a specific
polling location.







HAATs are then stacked
in delivery route order
for placement on the
trucks.
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But | am getting ahead of myself...



17,000+ pieces of equipment & voting materials for a large election.
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e This will also allow us
to track where every
piece of equipment is
stored in the

warehouse by rack &
shelf.
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INTEREST IN THE PROGRAM

electonline! -+ s e The new program was
e highlighted in The Pew

Center on the State’s

electionlineweekly

weekly newsletter on
March 4t 2010.

e The Arizona Republic
also covered the new
system.

I. In Focus This Week

Maricopa County, Ariz. ‘lo-jacks’ its voting equipment
GPS program is designed to keep track of all voting equipment at all times

By M. Mindy Moretti

Nowadays you can lo-jack your car, you can lo-jack your children, heck you can even lo-
jack your dog so it shouldn't be surprising when the largest county (population) in
Arizona decides to low-jack its voting equipment.

Beginning with a test run during the upcoming school board elections on March 9,
Maricopa County will use Global Positioning Satellite (GPS) to track all 17,000 pieces of
its voting equipment.

According to Tammy Patrick, federal compliance officer in the county’s elections
division, the Election Center National Conference in 2009 provided a workshop on Help
America Vote Act (HAVA) auditing which illustrated the necessity of comprehensive
documentation and recovery of equipment purchased with HAVA funding.

"It became apparent that it was no longer satisfactory to know that the equipment was
scanned in via our bar-coding tracking systemn at our warehouse on election night,”
Patrick said. "It was now necessary to know exactly where each of the thousands of
pieces of equipment was located for quick retrieval in an audit situation.”

Patrick noted that although the county has a well established paper-based chain of
custody documentation for each piece of equipment, they wanted to enhance that
process in a manner that did not interrupt or complicate established procedures,

The county looked at several potential systems to track its equipment including radio
frequency identification (RFID) which is used by other jurisdictions to track their voting
equipment. Patrick said the county chose not to go with RFID because it is transmitting
devise and that it could connote latent security issues.

"GPS minimizes potential misperceptions that this change bears any security breach
implications,” Patrick said. "Conversely, it serves as a positive augmentation of existing
precautions. We needed a systermn which was mobile, versatile, with ease of usability in




THE MATERIALS
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SEAL TYPES

Official Seal Official Ballot Box Seal

"PLACE ACROSS OFFICIAL ELECTION MATERIAL
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SEALS USED FOR EACH PRECINCT

Type | #of | Responsible | . ...
of Seals |for affixing the | pyBwS at
PLACEMENT Seal |Needed Seal Polling Place | SCAN SITE

Memory Pack Door Label 1 BTC Yes BTC
MPS inside &
Memory Pack/Results Cartridge Bag |Label 1 Boardworkers outside

Red Provisional Ballot Box

Outgoing Bead 2 Warehouse Warehouse
Poll workers Election Day Bead 2 Boardworkers MPS outside
Dock Door

Blue Early Voting Box

Outgoing Bead 2 Warehouse Warehouse .
Poll workers Election Day Bead | 2 |Boardworkers MPS outside 2 2 D |ffe rent
Dock Door
Black Bag/ Close out Bead 1 |Boardworkers MPS outside S e a | S a re u S e d
Dock Door

Green Bag / Close out Bead 1 Boardworkers MPS outside I n EVERY

Dock Door
Big Room I | c | I
Insight Ballot Box delivery to and pick p O I n g p a Ce .
up from each Polling Place Bead 2 Warehouse Drivers
|Printer Cartridge Bag - Outgeoing |[Bead 1 Warehouse Warehouse
Printer Cartridge Bag - Incoming 1 Boardworkers MPS/Dock
Card Activator Bag - Outgoing Bead 1 BTC Yes BTC
Card Activator Bag - Incoming Bead 1 Boardworkers Warehouse
EDGE
Polls Open/Close Switch
Outgoing—Pre-election Label 1 BTC Yes BTC
inside Open/Close Door by
BTC Label 1 Boardworkers
1 Printer Cartridge Hinge outgoing |Label 1 BTC BTC
1 Printer Cartridge Hinge incoming |Label | same seal [BTC Dock Door
Hand Audit
1 Results Cartridge Door outgoing |Label 1 BTC Yes BTC
PER PRECINCT 22

212312010




COST FOR SEALS?
e $7.88 necessary per polling location

 $ .83 replacement seals

e X1142 precincts =
$9946.82

per election




COSTS FOR THE SCANNERS & PRINTERS?

e $1750.00 scanner
« $ 612.00 printer
« $ 39.00 protective case

Hand held scanners 50 MPS outside Printers 50  MPS outside

25  MPSinside 21 Spares
10 Green Bag Processing 77 Printers
27 Spares

112 Scanners

The scanners will be used by the BTC and Warehouse, too.

e =$248,000




1. P AMERICA V()1 A

e The Help America Vote Act (HAVA)
which passed in 2002 required, and |
provided federal funding to purchase, |

polling place.

e Additional funds were made available
to states and local jurisdictions to
improve election administration.

 The seal program was made possible
with use of HAVA funding.




THE PROCESS
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e Voting equipment will have
either a Bar Coded Beaded [&
Seal or a Bar Coded Tamper [\t i
Evident Label Seal affixed & L
to it before it leaves the ¥, W gy #
Warehouse. SO . T

o Either the BTC or tr —Chs | (S
Warehouse will scan the
seals depending on where
they originate
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 The paper record for
the Edge is protected,
and no one can access
it without leaving a

visual indicator that
something was done
out of the ordinary
administrative
process.




e The door to the
Results Cartridge is
also sealed once it is
programmed and
tested.




N

e The Seal Numbers for the Insight Memory Pack Door;
Edge Polls Open/Close Switch, Edge Results Cartridge
Door and Edge Card Activator Bag appear on the
Precinct Ballot Report for verification by the board
workers at the polling place setup meeting.

.




 The BTC is responsible for sealing these items
once they are programmed for the election.
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POLLS

RESULTS SPARE - POLLS PRINTER CARD INSIGHT |MEMORY
FRECINCT/ PRECINCT NAME ELECTION DATE | ELECTION MAME JURID NAME JURID NAKE2 EDGE SERIAL CARTRIDGE OPEN/CLOSED SWITCH OPEN/CLOSED CARTRIDGE HINGE  |ACTWATOR | SERIAL |RPACK DOOR
CPC# number — . |SWITCH DOOR - ——— -
DOOR =eak DOOR =pare seal ceal sealf BAG seal number |seak¥

6101 i{PPNO 1 - SPECIAL ELECTION WMAY 18, 2010 {SPECIAL STATE OF ARIZONA 47885 45076198 45076196 45076197 895678 258874 48596
6102 iPPNO 2 - SPECIAL ELECTION WMAY 18, 2010 (SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 43325

6103 iPPNO 3 - SPECIAL ELECTION WMAY 18, 2010 iSPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 MEMPACK
6104 :PPNO 4 - SPECIAL ELECTION MAY 18, 2010 SPECIAL STATE OF ARIZONA 47896 45076155 45025693 45036525 896524 259358 48325
6105 ;PPNO 5 - SPECIAL ELECTION WMAY 18, 2010 ;SPECIAL STATE OF ARIZONA 47896 45076155 45025693 45036525 896524 259358 48325
6106 :PPNO 6 - SPECIAL ELECTION MAY 18, 2010 ;SPECLAL STATE OF ARIZONA 47896 45076155 45025693 45036525 896524 259358 48325
6107 iPPNO 7 - SPECIAL ELECTION MAY 18, 2010 {SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 48325
6108 iPPNO & - SPECIAL ELECTION WMAY 18, 2010 :SPECIAL/GENERAL :STATE OF ARIZONA (& CITY OF TEMPE 47895 45076155 45025693 45036525 896524 259358 48325
6108 iPPNO 8- SPECIAL ELECTION WMAY 18, 2010 {SPECIAL STATE OF ARIZONA 47855 45076155 45025698 45036525 896524 2509358 48325
6110 iPPNO 10 - SPECIAL ELECTION WMAY 18, 2010 iSPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 48325
6111 iPPNO 11 - SPECIAL ELECTION WMAY 18, 2010 iSPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 43325
6112 iPPNO 12 - SPECIAL ELECTION WMAY 18, 2010 (SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 43325
6113 ;PPNO 13 - SPECIAL ELECTION WMAY 18, 2010 ;SPECIAL STATE OF ARIZONA 47896 45076155 45025693 45036525 896524 259358 48325
6114 :PPNO 14 - SPECIAL ELECTION MAY 18, 2010 ;SPECLAL STATE OF ARIZONA 47896 45076155 45025693 45036525 896524 259358 48325
6115 iPPNO 15 - SPECIAL ELECTION MAY 18, 2010 {SPECLIAL STATE OF ARIZONA 47896 45076155 45025693 45036525 806524 250358 48325
6116 iPPNO 16 - SPECIAL ELECTION WMAY 18, 2010 {SPECIAL STATE OF ARIZONA 47895 45076155 45025693 45036525 896524 259358 48325
6117 iPPNO 17 - SPECIAL ELECTION MAY 18, 2010 SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 48325
6118 iPPNO 18 - SPECIAL ELECTION WMAY 18, 2010 iSPECIAL STATE OF ARIZONA i& CITy OF CHANDLER 47855 45076155 45025698 45036525 896524 2589358 48325
6118 i{PPNO 19 - SPECIAL ELECTION WMAY 18, 2010 {SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 2509358 48325
6120 iPPNO 20 - SPECIAL ELECTION WMAY 18, 2010 (SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 43325
6121 iPPNO 21 - SPECIAL ELECTION WMAY 18, 2010 iSPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 43325
6122 iPPNO 22 - SPECIAL ELECTION WMAY 18, 2010 {SPECIAL/GENERAL ; STATE OF ARIZONA ;& TOWN OF FOUNTAIN HILLS 47896 45076155 45025693 45036525 896524 259358 48325
6123 :PPNO 23 - SPECIAL ELECTION MAY 18, 2010 :SPECIAL STATE OF ARIZONA 47896 45076155 45025693 45036525 806524 250358 48325
6124 :PPNO 24 - SPECIAL ELECTION MAY 18, 2010 ;SPECLAL STATE OF ARIZONA 47896 45076155 4502 896524 259358 48325
2 CobLE DECLL a L 182040 _EDECLS QUZCALE 2 022 AC0 2 896524 259358 48325
896524 259358 48325
896524 2509358 48325
896524 259358 48325
896524 259358 43325
896524 259358 43325
896524 259358 48325
5 MAY 18, 201U 4/ ok 45016 896524 259358 48325
6133 {PPNO 33 - SPECIAL ELECTION MAY 18, 2010 {SPECLIAL STATE OF ARIZONA 47896 45076155 806524 250358 48325
6134 iPPNO 34 - SPECIAL ELECTION WMAY 18, 2010 {SPECIAL STATE OF ARIZONA 47895 45076155 45025693 45036525 896524 259358 48325
6135 iPPNO 35 - SPECIAL ELECTION WMAY 18, 2010 SPECIAL STATE OF ARIZONA 47895 45076155 45025693 45036525 896524 259358 48325
6135 iPPNO 36 - SPECIAL ELECTION WMAY 18, 2010 iSPECIAL STATE OF ARIZONA 47855 45076155 45025698 45036525 896524 2589358 48325
6137 {PPNO 37 - SPECIAL ELECTION WMAY 18, 2010 {SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 2509358 48325
6138 iPPNO 38 - SPECIAL ELECTION WMAY 18, 2010 (SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 43325
6139 iPPNO 39 - SPECIAL ELECTION MAY 18 2010 iSPECIAL STATE OF ARIZONA 47396 45076155 45025693 45036525 896524 259358 43325
6140 PPNO 40 - SPECIAL ELECTION MAY 18, 2010 SPECIAL STATE OF ARIZONA 47896 45076155 45025693 45036525 896524 259358 48325
5141 PPNO 41 - SPECIAL ELECTION MAY 18, 2010 :SPECIAL STATE OF ARIZONA 47896 45076155 45025693 45036525 806524 250358 48325
6142 :PPNO 42 - SPECIAL ELECTION MAY 18, 2010 ;SPECLAL STATE OF ARIZONA 47896 45076155 45025693 45036525 896524 259358 48325
6143 iPPNO 43 - SPECIAL ELECTION MAY 18, 2010 {SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 48325
6144 iPPNO 44 - SPECIAL ELECTION WMAY 18, 2010 :SPECIAL/GENERAL :STATE OF ARIZONA (& CITY OF TEMPE 47895 45076155 45025698 45036525 896524 259358 48325
6145 iPPNO 45 - SPECIAL ELECTION WMAY 18, 2010 {SPECIAL STATE OF ARIZONA 47855 45076155 45025698 45036525 896524 2509358 48325
6145 iPPNO 46 - SPECIAL ELECTION WMAY 18, 2010 iSPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 48325
6147  iPPNO 47 - SPECIAL ELECTION WMAY 18, 2010 iSPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 43325
6143 iPPNO 48 - SPECIAL ELECTION WMAY 18, 2010 {SPECIAL STATE OF ARIZONA 47396 45076155 45025693 45036525 896524 259358 43325
6148 :PPNO 49 - SPECIAL ELECTION WMAY 18, 2010 ;SPECIAL STATE OF ARIZONA 47896 45076155 45025693 45036525 896524 259358 48325
6150 PPNO 50 - SPECIAL ELECTION MAY 18, 2010 ;SPECLAL STATE OF ARIZONA 47896 45076155 45025693 45036525 896524 259358 48325
6151 PPNO 51 - SPECIAL ELECTION MAY 18, 2010 SPECIAL/GENERAL :STATE OF ARIZONA (& CITY OF TEMPE 47896 45076155 45025693 45036525 806524 250358 48325
6152 iPPNO 52 - SPECIAL ELECTION WMAY 18, 2010 {SPECIAL STATE OF ARIZONA 47895 45076155 45025693 45036525 896524 259358 48325
6153 iPPNO 53 - SPECIAL ELECTION WMAY 18, 2010 SPECIAL STATE OF ARIZONA 47895 45076155 45025693 45036525 896524 259358 48325
6154  iPPNO 54 - SPECIAL ELECTION WMAY 18, 2010 iSPECIAL STATE OF ARIZONA 47855 45076155 45025698 45036525 896524 2589358 48325
6155 iPPNO 55 - SPECIAL ELECTION MAY 18, 2010 {SPECIAL/GENERAL STATE OF ARIZONA i& CITY OF TEMPE 47895 45076155 45025698 45036525 896524 2509358 48325
6155 iPPNO 56 - SPECIAL ELECTION WMAY 18, 2010 (SPECIAL STATE OF ARIZONA 47895 45076155 45025698 45036525 896524 259358 43325

45025693
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SPECIAL
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896524

258358

48325




PRECINCT BALLOT REPORT TS#

For more information on how to complete this form, consult the training manual
-Upon completion, place this report in the front pocket of the “Signature Roster”-

~ Place a check mark ( v ) in the boxes m below to indicate you have verified the Seal Numbers ~
Oﬁnina of Polls [POLI_;‘CPC inFo: PPNO 9 - SPECIAL ELECTION / 6109

Insight: [1 Memory Pack DOOR Seal # 48325
1) Number of Ballots Received (Per Count at Set-up Meeting)
2) Number of Additional Ballots Received (write "none” if not applicable)

Edge: wmachinex 47896 QE Polls Open/Close Switch DOOR Seal# 45036525

Results Cartridge DOOR Seal# 45076155

Edge Printer ———[__] Printer Cartridge HINGE Seal# 896524
Edge Card Activator =[] Card Activator BAG Seal# 259358

Beginning Protective Count# Beginning Public Count#
Close of Polls I -Upon completion, place this report in the front pocket of the “Signature Roster”-
Ed ge: Ending Protective Count# Ending Public Count#

Edge Qualified Votes
Edge Provisional Votes
Edge Total Votes
3) Printer Bag Seal#

4) Card Activator BAG Seal# STATE OF ARIZONA
H . SPECIAL ELECTION
Insight: MAY 18, 2010

5) Number of Names from the Poll List
6) Number of Names from Pink Provisional Ballot Signature Roster
7) Number of Misread Ballots (from door #3 of Blue Insight tub)
8) Number of Write-in Ballots (shown at the end of the Insight tape)
9) Number of Spoiled Ballots (found in the clear Official Envelope)
10) Number of Unused Ballots (unopened packets have total noted on outside label)

11) Black Bag Seal# (seal placed on bag at close)
12) Green Bag Seal# (seal placed on bag at close)
13) Red Provisional Ballot Box Seal#1 Seal#2
14) Blue Early Voting Ballot Box Seal#1 Seal#2
15) Clear "Memory Pack/Results Cartridge” Bag Label Seal#

We, the members of the election board, certify to

the truth and correctness of this Precinct Ballot Inspector
Report, as shown above, and that each voter

whose signature appears on the Official Signature Judge
Roster was provided a ballot to vote in this

MAY 18, 2010 SPECIAL ELECTION.

Judge




THE BOARD IS INSTRUCTED TO CHECK

EVERY SEAL NUMBER:

PRECINCT BALLOT REPORT TS#

For more information on how to complete this form, consult the training manual
-Upon completion, place this report in the front pocket of the “Signature Roster”-

~ Place a check mark (v ) in the boxes m below to indicate you have verified the Seal Numbers ~

Opening of Polls [PoLL/cPC INFO: PPNO 9 - SPECIAL ELECTION / 6109

Insight: m Memory Pack DOOR Seal # 48325
1) Number of Ballots Received (Per Count at Set-up Meeting)

2) Number of Additional Ballots Received (write "none” if not applicable)

Edge: Machine# 47896

olls Open/Close Switch DOOR Seal# 45036525
Results Cartridge DOOR Seal# 45076155

rinter Cartridge HINGE Seal# 896524

Card Activator BAG Seal# 259358

Edge Printer
Edge Card Activator

Beginning Protective Count# Beginning Public Count#
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VOTING MATERIA

e The Warehouse will seal the Red Provisional and Blue
Early Ballots Boxes, and the Insight Ballot Box at the
time of delivery to the polling place.

e The Warehouse will also scan the extra seals that are put
in each polling place supply box.




When the voting
equipment is delivered
to the polls the ballots
are locked inside of the
blue ballot tub and
sealed with a beaded
seal.

The Inspector receives
the key so that they can
verify the correct ballots
were delivered at the
set-up meeting.




BEFORE THE POLLS OPEN

e When the board workers open the polls, they will
affix a Bar Coded Beaded Seal to each end of the

Red Provisional Ballot Box and the Blue Early
Ballot Box.




1. Sealed upon arrival
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POWER ON/OFF

. N #
3. Open the polls. 3 | Al _ 4. Reseal until polls close.







ENT SEALS

e All seals removed by the board
workers are placed in the Seal Bag
that comes with their supplies.

e The “voided” Label Seals are affixed
to the instruction sheet inside the
Seal Bag.

 The Seal Bag containing the broken,
voided and unused seals is returned
on election night in the Green
Canvas Bag.




TROUBLE SHOOTERS

e Ifa Trouble Shooter replaces an Insight with a
spare, the voided Label Seal that is removed from
the Memory Pack Door of the malfunctioning
Insight must be affixed to the instructions inside of
the Precinct’s Seal Bag.

e The TS will put a replacement Label Seal on the
replacement Insight and write the new Seal # on
the TS Checklist.

e TS will have replacement Beaded Seals and Label
Seals.






* Trouble Shooters will have their
BWID bar coded on their badge. ||
e When they pick up their supplies it |g
will all be scanned out to them.




e The bar code will be
scanned along with the asset
tag on the spare Insight and
2 spare Printer Cartridges
they will pick up at training
class or at the Mesa office on
or before their Saturday
training class.

e The BWID bar code can also
be used post election for TS
who work at MCTEC or the
Hand Audit.




e Seals on replacement equipment must be scanned
by the BTC before going out to a polling place.
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CLOSING THE POLLS

 When the board workers close the polls, they will
remove the Label Seals from the Insight Memory
Pack Door, Edge Results Cartridge Door and Polls
Open/Close Switch and affix the voided seals to
the instruction sheet inside the Seal Bag.

e They will remove the Memory Pack & the Results
Cartridge and prepare them for transit.

 They will affix a Bar Coded Label Seal to the flap of
the Memory Pack//Results Cartridge Bag.
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e
LETS TALK A MINUTE ABOUT THE
MEMORY PACK & RESULTS CARTRIDGEF

Memory Pack from the Insight  Results Cartridge from the Edge







POLLING PLACE TO RECEIVIN

Trip 1: Electronic Media Trip 2: Hard Copy/Original
e Memory Pack e Black bag of voted ballots
e Results Cartridge e Green bag containing

— Signature Rosters
— Write-in ballots
— Misreads

— Poll list (etc.)

e Early Ballot Box

e Provisional Ballot Box




POLLING PLACE TO RECEIVIN

By making two separate trips you have the added
insurance that if something unforeseen happens you
still have one version of the polling place’s activities




e Atclosing time, the board workers will affix a Bar
Coded Beaded Seal to the Black Canvas Bag, Green
Canvas Bag, Edge Printer Cartridge Bag and Card
Activator Bag.

e The ballots in the black bag

will remain sealed, unless used

in the Hand Audit, until they are
prepared for retention.




CLOSING THE POLLS

e With the exception of the HAAT Card Activator
Bag, all of these items will be delivered to the MPS.

e The HAAT Card Activator Bag is placed next to the
Insight Ballot Box when the board workers are
closing the polls.




RECEPTION OF MATERIALS



RECEIVING SITES

e The MPS Supervisor will scan the MPS (facility)
Tag to open the MPS.

 Each MPS will be supplied with a bar coded User
ID Tag for each worker.

 The MPS Supervisor will scan the Precinct Tag on
the Memory Pack/Results Cartridge Bag & the Bar
Coded Label Seal and print a receipt for the board
worker. The board worker will sign the screen of
the scanner.
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MEMORY PACKS & RT \

e The MPS Supervisor will
scan the Precinct Tag on
the Memory
Pack/Results Cartridge
Bag & the Bar Coded
Label Seal and print a
receipt for the board
worker.

 The board worker will
sign the screen of the
scanner.




e
TRIP 1 @ RECEIVING SITF
MEMORY PACKS & RESULTS CA

T
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e The Memory
Pack/Results Cartridge
Bag will go inside to
the SPR Operator who
will scan the Precinct
Tag and the Bar Coded
Label Seal and remove
the Label Seal and affix
it to the Voided Label
Sheet.




e
TRIP 1 @ RECEIVING SITES
MEMORY PACKS & RESULTS CARTRID:

 The SPR Operator will scan the bar code on the
Memory Pack and the Edge Results Cartridge and
proceed with reading the packs.

e After the pack/cartridge has been read, the
Memory Pack and the Edge Results Cartridge are
placed back in the clear bag and the bag is re-
sealed with a new Label Seal.

e The Voided Label Sheets must be retained by the
SPR Operator.




e
IRIP Z (@ RECELIVIN |
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e The MPS Supervisor will scan the Precinct
Tag on the Black Bag and the Bar Coded
Beaded Seal.

e [fboard workers bring in any item that is
not sealed, the MPS staff will seal the item
using a replacement seal from their
supplies and scan the replacement seal.

e The MPS Supervisor will repeat the
process for the Green Bag, Red Provisional |
Ballot Box (2 seals), Blue Early Ballot Box
(2 seals) and Edge Printer Cartridge and
print a receipt for the board worker.

e The board worker will sign the screen of
the scanner. The Bags and Boxes will be
loaded onto the MPS truck.







e When the trucks come into the Warehouse on election
night, the Precinct Tags and beaded seals on the Black
Bag, Green Bag, Provisional Ballot Box, Early Ballot Box
and Printer Cartridge Bag must be scanned again.

e If the Black Bag or the Printer Cartridge Bag come in
unsealed, the Warehouse staff will seal the item with a
replacement seal and scan the replacement seal.
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e The Memory Packs & Edge Results Cartridges will
g0 to the BTC room to be scanned.

e The BTC will scan the Label Seal on the clear bag
and the bar code on the Memory Pack and the
Edge Results Cartridge.




e When the Green Bags are processed in the Big
Room, the Precinct Tag and seal need to be
scanned prior to opening the bag.
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 They will scan the seals on the Insight Ballot Box when
they pick up the equipment after the election.




HAND AUDIT



HAND AUDIT: PRECINCT M2 DT A

 Twenty-three (23) precincts are randomly drawn
for the Hand Audit.

 The Warehouse shall retrieve the Black Bags,
Printer Cartridges and Write-In Envelopes for
those precincts.

e The Warehouse shall scan the Precinct Tag and
seal on each Black Bag and Printer Cartridge.

e The Warehouse shall affix a Label Seal across the
flap of each Write-In Envelope and a Precinct Tag
and scan each of them.




HAND AUDIT: EARLY VOTING MATERIALS

e The BTC shall affix beaded seals to each box of
Early Ballots pulled for the Audit. The BTC shall
scan the beaded seals of each box.
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e The Warehouse shall deliver all Hand Audit items
to the Hand Audit facility the day after the election.







e The Hand Audit team
shall scan each item
when it arrives at the
Hand Audit facility.

e The Hand Audit team
shall remove all seals
and retain them in the
Seal Bag.




 Printers, or VVPATS,
for the Edge
touchscreen have the
seal scanned as well
prior to opening the
cartridge for review
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e Seals on the batches of
Early Ballots selected
for the hand count will
also be scanned and
recorded




JAND AUDIT

e When the Hand Audit is completed, the Hand
Audit team shall put new seals on the Black Bags,
Printer Cartridges and Write-In Envelopes and
scan them.

e When the Hand Audit items are returned to the
Warehouse, each item will be scanned back into
the Warehouse.




IN THE FIELD

If at first you don’t succeed...the test run in March 2010




TESTING... TESTINC

e We tested the instructions to boardworkers in a
small area in the March election cycle.

e This helped us to identify some areas to emphasize
in the official training.
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CONSOLATION?

e [t wasn'tjust the new seals which were causing
confusion in some precincts.

 Boardworkers will get very innovative when given
the opportunity—even with seals which we have
been using for DECADES.

e Attimesitis alittle too literal.
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TRAININC

e Lets take alook at the
training manual

— ]
MARICOPA COUNTY

ELECTIONS DEPARTMENT

Board Worker
Training Manual
Jurisdictional Elections

May 2010

Helen Purcell, COUNTY RECORDER
Karen Osborne, ELECTIONS DIRECTOR




MATERIALS DEFINITIONS

Sticker Seals

Three different sticker seals are used to secure election
equipment, envelopes and the extra ballot boxzes. The tamper-
evident security label secures the Insight memory pack door, the
Edge results cartridpe and polls open/closed doors. The
envelope seal requires signatures that begin on the seal and finish
on the envelope. Extra ballot box seals po over the slot opening
of the box so that no more Early/Provisional ballots may be

inserted into the box.

Extra ballot box seal



SET-UP MEETING

E Move the entire unit to the electrical outlet nearest the

polling place exit. Use the BIG key to open the back door of

the Insight. Make sure that the SEAL on the memory pack  ownfuasige
door has not been broken. Ifit s broken, call the Hotlne to o5

have a Trouble Shooter replace the sel as soon as possible. it A
Pull the electrical cord from the back of the Insight and fit it

into the cord slot. Plug the cord mto the electrical outlet.
The RED POWER LIGHT on the front of the vnit should
now be it A ZERO TAPE will print; this tape contains all of the candidates and/or issues that wil
appear on the ballot withun your Precinct. Make sute the zero tape reads the same precinct as where you

have heen assigned.




SET-UP MEETING

O Ensure the power is off and the peivicy panels are in the closed
position.

ﬁw& the printer from the carrying case. Bnsure that the prinfer
also has 2 seal on i, securing the printer cover fo the printer. DONOT
BREAK THIS SEAL. The number on this seal will be checked when it
15 fetuned after the election to ensuge that it 15 the same seal number
that Jeft the office. If this seal breaks at any tume, call the Hotline at 602-
306-2010.




SET-UP MEETING

BAILLOTS & PRECINCT BALLOT REPORT TASKS:
BOARD WORKER #3 (JUDGE OR CLERK):

Count the packages of official ballots received from the Inspector. They are shrink-wrapped in packages
of 100. DO NOT OPEN THE PACKAGES TO COUNT THE BALLOTS. You may notice that
the prnter put labels on the ballots saying something like *“1 of 12”. We do not send all ballots to the
polling place. Other packages are in a secured location in the warehouse or were used for early voting.
Please ignore these labels and just count the number of packages that you have.

Check the top ballot in each package and venfy the precinct name and number is correct. If you have any
questions about your precinct name or number, it is printed on the Inspector packet. If the precinct name
or number on any ballot does not match, please call the Hotline immediately!

Fill in the number of ballots on the Precinct Ballot Report, which will be attached to the Pavroll
Voucher. (see page 21 for a copy and directions for filling out the Precinct Ballot Report)

Place the ballots along with the green and black canvas bags back into the ballot tub of the Insight.

Check the security seal numbers and fill-out the rest of the information requested on the Precinct Ballot
Report.

Help the other board workers with any unfinished tasks.




PRECINGT REPORT

Arttached to the payroll voucher, found in the Inspector’s Packet, there is a Precinet Ballot Report. This report is
one of the crucial items of information that allows Maricopa County to confirm that everything went correctly in
the polling place and that the security of the Election was preserved. By filling out this form correctly, board

workers confirm that election equipment was not tampered with before or after the election, and that the number
of voters and ballot cast are the same. In order to have all of the necessary information, please fill out as follows:

SET-UP MEETING:

Check all Security Seals, placing a
check as you confirm each one.

Record the number of ballots
received.

Record the Edge Protective and
Public Count Numbers.

CLOSE OF THE POLLS:

Record if vou received any
additional ballots on line 2.

After you close the Edge (see page
40) but before you turn off the
power, record the ending
Protective and Public counts and
the Edge Qualified, Provisional and
Total votes.

Record the Security Seal number
for the seals used to close the
Printer and Card Activator bags.
Record the number of names listed
in each the Poll List and
Provisional Ballot Signature Roster.
Record the number of Misread,
Write-in, Spoiled, and Unused
ballots.

Record the Security Seal number
for the seals used to close the Black
bag, green bag, red Provisional
ballot box, and blue early ballot
box.

The Inspector and two board
workers sign the form.

PRECINCT BALLOT REPORT
For more information on how to complete this form, consult the training manual

-Upon completion, place this report in the front pocket of the “Signature Roster”-
~ Place a check mark { v ) in the boxes m below to indicate you have verified the Seal Numbers ~
|Opening of Polls | poLL/cpc NFo: PPNO 1 - CAVE CREEK / 5021
Insight: ] Memory Pack Seal # 40036
1) Number of Ballots Received (Per Count at Set-up Mesting)
2) Number of Additional Ballots Received (write “none” if nat applicatie)

Edge: nachine# 48114 [ Polls Open/Close Switch Seal# 340887
[ Results Cartridge Seal# 340825
Card Activator Bag: —» [_] Card Activator BAG Seal# 340807

i ive Count# inning Public Count#
Close of Polis -Upon place this report in the fr ket of the Roster™
Edge: Ending ive Count? Ending Public Count#
Edge Qualified Votes
Edge Provisional Votes

Edge Total Votes
3) Printer Bag Seal#
4) Card Activator Bag Seal#

Insight:
5) HNumber of Names fromthePolllist
6) Number of Names from Pink isional Ballot Sig Roster
7) MNumber of Misread Ballots (from door #3 of Blue Insight tub)
8) Number of Write-in Ballots (shown at the end of the Insght tape)
9) Number of Spoiled Ballots (fourd in the clear Cfficial Ervelope)
10) Number of Unused Ballots (unopened packets have total noted on autside label)
11) Black Bag Seal# (seal placed on bag at dose)
12) Green Bag Seal# (sealplacedonbagatdese)
13) Red Provisional Ballot Box Seal#1 Seal#2
14) Blue Early Voting Ballot Box  Seal#1 Seal#2

MARCH 9, 2009

We, the members of the election beard, certify to

the tuth and correcness of this Precinct Ballot v
Report, as shown above, and that each voter

whose signature appears on the Official Signatre JUdge
Roster was provided & ballot to vate in this
MARCH 9, 2009 PRIMARY ELECTION. Judge

Page 21%

SET-UP MEETING




PBR EXPLAINED

SEZUP MEETING:

¥ Check all Secunty Seals, placing a
check as you confirm each one.

_ Record the number of ballots
received.

_ Record the Edge Protective and
Public Count Numbers.

CLOSE OF THE POLLS:

[

[

Record if you received any

additional ballots on line 2.

After you close the Edge (see page
40) but before you turn off the
power, record the ending

Protective and Public counts and
tlge Edge Qualitied, Provisional and

otal votes.

Record the Se-::urit}:' Seal number
for the seals used to close the
Printer and Card Activator baga.

Record the number of names listed
i each the Poll List and
Provisional Ballot Signature Roster.

Record the number of Misread,
grite-1n, Spoiled, and Unused

Record the Securty Seal number
for the seals used to close the Black
bag, green bag, red Provisional

ballot box, ﬂﬂd blue early ballot

box.




OPENING THE POLLS

(VERVOTES
UNDERVOTES 000

2. Open the Edge Touch Screen Equipment, includin
the Card Activator

E/hm the power on the Edge as instructed on page 16.
Peel off the tamper-evident security label seal on
the cover marked Polls Open/Closed and stick it on
the back side of the sheet inside of the Seal bag.

Raise the switch cover and turn the Polls
Open/Closed switch to the Open position. An
Official Zero Proof Report will show on the screen.
Again check to ensure the ballot is for the correct
precinct, the PUBLIC counter reads zero, and all of the
results are zero. [0 When it gets to the end of the ballot, press PRINT REPORT.

Note: If the Official Zero Proof Report does not print, be sure that the printer and power cables are secure. If it
still does not print, call the Hotline at 602-306-2010.

Page 23%




OPENING THE POLLS

D When the zero tape 1s fimished printing, press DONE, and the printer paper will then To Beg in Votin J

{ vance o 3 blak page Insert Voter Card
Close the Polls Open/ Closed switch cover and secure 1t with the sticker seal Into Slot Below
found under the cover.

The screen af right is displayed:

The Edge 1s now open and ready for voters with disabilities.

Note: Check the power throughout the day. If there is a vellow or red stripe at the bottom of the screen, it is
in battery mode, which will only provide up to 4 hours power before completely faling. If in battery mode, check
the plug, surge protector, and outlet to ensure everything is installed propexly.




OPENING THE POLLS

3. Provsional & Earty Ballot Boses & Supplies Set-up

¢ e RED) provsioal bllot bos and semore ll of the ems nsce

ﬁke s the halot boses ate empty. Close and sealthe BLUE Bary ballot hox and the RED) Promsonal

balot box wih e o e sde ofthe box use 2 sels orexch box), (THE BALLOT BOXES WILL
REMAIN SEALED FOR THE REST OF THE ELECTION)




CLOSING THE POLLS

CLOSING THE POLLS CONTINUED..........

__5)  Press the Print Totals Key and Tape #2 will print. When it is finished, tear off the tape and put it aside
for 2 moment.

/€

7)  Peel off the tamper-evident security label seal on the Memory Pack door and stick it on the back side of
the sheet inside of the seal bag. Open the Memory Pack door.

Unplug the Insioht. Warning: If you remove the Memory pack without snplugging the Insight, the
memory pack may be damaged, making the information snreadable.

8)  Lift and move the lever to the right to remove the Memory Pack. o4 Lit up and shida MomoryPack Slol
wver all tha way to the Fight.

9)  Lift and push the lever back to the left. Close the Memory Pack door. R
]

10) Place the Memory Pack in the pink bubble bag along with Totals Tape 5 gl] ?__‘1

#L

11) Carefully place the head of the electrical cord back into the cord slot in

the back door of the Insight. Do not remove the Insight from the
ballot tub. Lock the door with the BIG key.




CLOSING THE POLLS

Close the Edge Machine:

a. Peel off the tamper-evident security label seal on the Polls Open,/Closed and stick it on the back
side of the sheet inside of the seal bag.
__b. Lift up the cover and turn the Polls switch to the Closed position.
___c. The Official Results Report will show on the LCD viewing

screen. Press Print Report.
_ . Press DONE and record the Qualified Votes, Provisional Votes, and
Total Votes, as well as the Protective and Public counts on the Precinct Ballot Report.
___e. Tugffthe power off at the switch. Results Cartnndge Door

f. Peel off the tamper-evident security label seal on the Results Cartridge
door and stick it on the back side of the sheet inside of the seal bag.
Remove the results cartridge, and place it in the PINK BUBELE PACK
with the Totals Tape #1 and the Insight Memory Pack.

13) Insert the pink bubble pack into the clear security bag, seal with
@ an envelope seal and sign across the seal onto the clear bag. Place a tamper-evident security label seal

between signatures on the envelope seal, half on the seal, half on the clear security bag.




CLOSING THE POLLS

Finish Closing the Insight. Using the little key, unlock and remove the ballots from DOOR #1
(Write-in ballots):

_a. Check the ballot tub carefully to ensure that you do not leave any ballots inside. Place the
ballots inside the Yellow Envelope.

nter the total number of ballots with Write-ins from the top of Totals Tape #2: “Counted
ite-1ns”

c. Seal with a red and white official seal and sign across the seal onto the envelope. Place the
Envelope in the Green Canvas Bag.

Using the Little key, unlock and remove all the ballots from Door #2 and place them into the Black
Canvas Bag along with Totals Tape #2 without an envelope. Check the ballot tub carefully to
ensure that you do not leave any ballots inside. DO NOT SORT THROUGH THE BALLOTS
IN ANY WAY. NOTHING ELSE GOES IN THIS BAG.

wi

Zip and seal the zipper on the Black Canvas Bag. Record the seal number on the Precinet ballot
report.



CLOSING THE POLLS

CLOSING THE POLLS CONTINUED..........

Judge and one Cletk:

A Judge and Clerk; or the board workers assigned to these tasks, should work to close the paper work:

_/l) Place the long ted and whute “Official Ballot Bos

Seal” over the slots of the Red Provisional Ballot
. Box and Blue Early Ballot Box, EVEN IF THE
BALLOT BOXES ARE EMPTY,




CLOSING THE POLLS

ONLY THESE ITEMS GO INTO THE CLEAR OFFICIAL ENVELOPE:
2) Spotled Ballofs
b) Pink copies of the Poll List
¢) Pink copies of the Provisional Ballot Signatuse Roster

d) Challenge List (fused)

_/ﬁ) Fold the flap over and seal the Clear Official Envelope
with the envelope seal. The Inspector and 2 Judges sign
across the seal onto the envelope. (Please ensure a
precinct label is attached to the envelope.)

1) Askthe Inspector to sign the certification in the back of the Signatuse Roster.




CLOSING THE POLLS

1o ONLY THESE ITEMS GO INTO THE GREEN CANVAS BAG:
2) Signature Roster (white 3 ring binder) containing the contents listed on #8 and #9
b) Clear Official Envelope — sealed with red and white paper seal
¢) Blue Poll List minus pink copies, and including yellow pages from Prov. Ballot Signature
Roster.
d) Pink Provisional Signature Roster minus the white, yellow and pink copues
¢) Misread Ballots (in Miszead Ballots Envelope) --from Insight Door # 3
f) Write- in Ballots (in Write-in Envelope)--from Insight Door #1
z) Coggpleted voter registration forms (in small manila envelope)
pleted Voter Survey cards, if any.
eal bag with all broken and unused seals.
|) County issued cell phone, if applicable.
k) Keys to the Insight (AFTER COMPLETION OF CLOSING PROCESS)

Zip the zippers on the Green Canvas B

__




CLOSING THE POLLS

Final Procedutes = All Board Workess:

) Phaoe all supples, unosed balots, Precunet Reosters et. that weee ot speciially sequested to be
plced 1 the Geen o Black bags n e blne Insight ballot .

_/2) Usnp the Litde key make suee all dooss of the bive Tnsght ballot ub aze locked. Pt the Insight
heys into the Green Canvas bag, Now seal he bag




LESSON LEARNED
THE COLORS

e In the future the red
tamper-evident seals
will only be used as
replacement seals so
that there will be a
visual indicator that
there was a change.
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